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Improve your connection with customers

A customer identity and access management system needs to be:

Customer-centric Secure and Ready for every
and flexible reliable business



Azure Active Directory B2C

Customers

Social IDs

Business & Government IDs

)

Business
Azure Active Directory B2C — | P
PN
@ Securely authenticate your customers —
using their preferred identity provider
@ Capture login, preference, and el ::EC’ % ATIEWHE
conversion data for customers =:: ~

Provide branded (white-label)
registration and login experiences

Line of
OO business
] integration




Customer |dentity and
Access Management
Use Cases
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| want to provide reliable and secure SSO
access to my customer-facing apps (and |
don’t want to be in the identity business)

@

| want to add social identities to my web
and mobile apps

&

| need to transition my existing customer
accounts to the a new cloud-based solution and
provide a smooth and simple user experience

| want the access to my apps to be

SAML
protected from advanced threats

Cig

| need to comply with industry regulation
and national data protection laws
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Azure AD
Integration

SSO to customer
apps

Native sign-in
experience

Conditional
Branching

Open
standards

Social
accounts

R

&

i

s Connect with
1| existing systems

Self-Service
capabilities

User Journeys

Migrate existing
users

Identity
Experience
Framework

Customize with
HTML and CSS
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Connectto a
store

Audit and login
reports

Scale to millions
of users

Compliance

Enrich user
journeys

White-label:
Use your own
brand

o
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Smart Lockout
protection

Multi-Factor
Authentication

Identity
Protection

Custom
Attributes
addition

Security
Reporting

@ Workflows



Customers can use their own social IDs

Customer-centric | []]

and flexible P Works with any device and 05
i
[
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Customize every pixel

White-label: Use your own brand

Native support for 36 languages




Support for multiple identity providers

amazon facebook Google
as Microsoft  Linkedl] &' #zare

> o ‘
W:oWeChat  kwitterd (BEHM

And you can bring your own...



Customer-centric and flexible

Friction-free customer experience




Customer-centric and flexible

Friction-free customer experience

% Match your identity experience to your
application branding

Contoso




Customer-centric and flexible

L 2 N REED

Friction-free customer experience

Create an account

Personal info

% Match your identity experience to your
application branding

Birthday
nsmi19a9

@‘ User-friendly self-service sign-in |
. o Emiai
aﬂd Slgﬂ-up experlence tomrobertson@mail .com

Create a password

Confirm password




Customer-centric and flexible

Friction-free customer experience

Sign in

F Sign in with Facebook

% Match your identity experience to your
application branding

5 Sign in with Google

@‘ User-friendly self-service sign-in St i wih Tuiter
and sign-up experience

ar

m "Bring-your-own-identity” using social ID tomroberson@mcil.com
or create a new, local account set of credentials

- Sign in

m Remember ma

Forgot your password?




Customer-centric and flexible

Friction-free customer experience

% Match your identity experience to your
application branding

User-friendly self-service sign-in
and sign-up experience

or create a new, local account set of credentials

Enhance account records with media
and detailed metadata

m “Bring-your-own-identity” using social ID




Customer-centric and flexible

Friction-free customer experience Contoso eeners

Your bill

% Match your identity experience to your
application branding

User-friendly self-service sign-in
and sign-up experience

“Bring-your-own-identity” using social ID

or create a new, local account set of credentials

and detailed metadata

é) Enhance account records with media
Ql

Self-service profile management/password reset




Secure and
reliable
B

&

Protect your customers’ identities

Additional security layers (MFA) - Smart Lockout
Protection

99.9% availability SLA

Massively-scalable cloud storage



Secure and reliable

Protect your customers’ identities &

E Additional security layers (MFA)
& Smart Lockout protection
Sy Standards-based authentication
2

@' Security reports and auditing




9.8M

users marked as compromised monthly

115.5M

blocked login attempts or 15.8M credentials daily

1./M

users protected by real-time detection and challenges
each day

Intelligent protection with
Azure Active Directory

C’:“) For Azure AD

™

users marked as Med/High risk monthly across
50K tenants

2.4AM

users marked as at risk monthly over 100K tenants

10K

users confirmed to be compromised each month



Secure and reliable DB OO T -

Certified and more trusted
I | 2
SRMEY FedRAMP 6?“

More certifications than
any other cloud provider

Industry leader for customer
advocacy and privacy protection

“was#’  Unique data residency guarantees
| SAFenanson | "‘hi“"
Microsoft is committed to GDPR E lﬁ

D) (@ B

compliance

iDAZ:  IrQp




%eady fOr e\/ery EJ Scale up to hundreds of millions of users
OUSINESS

Faster speed to market

Import or integrate with existing
customer databases

2/
( ( ) ) é) Insights to the customer journey

Built-in and custom user journeys and policies




Azure Active Directory in the Marketplace

— Every Office 365 and Microsoft Azure customer uses Azure Active Directory —

142w 1.01s 392¢| 64« 90«

organizations identities i 3dpartyapps : paidAzureAD/ i  of Fortune 500
: : in Azure AD : EMS customers i companies use
: Azure AD




Ready for every business

Start now and grow at your own speed
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Meets you where you are

Seamlessly connect with
your existing systems

Migrate your existing users
Integrate with your existing apps
Create unique customer journeys

Smart scalable pricing

I;l[ll;l




Ready for every business
Build apps quickly using built-in templates

App developers

@ Sign-in any user. Any identity provider,
social or email, consumer and enterprise.

Customize each pixel. Your brand, your
HTML and CSS.

Use built-in, self-service, user journeys
or define custom ones.

Scale to 100s of millions of users,
enterprise ready, secure, cost effective.
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Social
accounts

Multifactor
authentication
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Custom
attributes

Customize with
HTML and CSS

</>




Identity Experts

Tailor every step of your user journey to
have complete control

Integrate with any SAML or OIDC
identity provider

Use REST APIs to enrich claims and
empower User journeys

Customize your user journeys with
conditional branching

Connect with existing CRM systems,
marketing tools, and databases

ONONONONONO,

Connect to your existing user stores or
migrate from those systems seamlessly

Ready for every business

Build complex apps with open standards )

User Open
journeys standards

|¥) AML

Conditional _EE \J i/ Connecttoa
store or migrate

DENENRE 7' R its users
Enrich user Connect with
journeys existing systems



Ready for every business

Start Today
>

Get started today
with a free tier
up to 50.000
users and 50.000
authentications
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A sign-in journey

Apps @ A

@
Make user sign in ‘

Games app

Billing app

<
4

details \

: Token with user
Music app

A
A




A sign-in journey

Apps

Make user sign in

Games app

Billing app

<
4

Token with user

Music app details




Built-in policies
Types of policies

Sign-Up
Sign-In
Combined Sign-Up/Sign-In App1 Application
Profile Editing

Password Reset o

Multiple policies per app
App2 Application

Multiple apps per policy

L]
......................
(]

SignUp-1 policy

SignUp-2 policy

SignUp-n policy

Signin-1 policy

Signin-m policy

ProfileEditing-1
policy

ProfileEditing-p
policy

Contoso B2C directory tenant

&




Custom policy

Another sign-in Joumey

Apps W A

Make user signin

Games app

Check old
database

Billing app

<
4

Token with user

WILEIE €212 details

_______________________________________________________



Reqgistering your
application with

B2C i




Setup & Integrate with your Application

Create a resource

All services

x Troubleshoot

Pomainname. . ____ .

B icandib2c.onmicrosoft.com
0 Overview ettt H

Dashboard Yes

MANAGE Subscription ID
caeThfee-e630-4735-b3158-5db2aT37a46a
All resources L
B Applications

Resource groups M Identity providers Welcome to Azure AD B2C.
App Servi (5 User attributes
Quick Start
Function Apps M Users
Ildentity Experience Framework - PREVIEW
SOl databases POLICIES
re Cosmos DB ¥ Sign-up or sign-in policies

irtual machines ¥ Profile editing policies

Load balancers ¥ Pacoword reset policies

torage accounts & sign-up policies

ﬁ Sign-in policies
irtual networks

'l!- Resource Owner policies {Previe...

re Active Directory

¥ Al palicies
Monitor




Connect through social media

Connecting to a service

Sign in with your existing account

Sign in with your social account

Google

Facebook

Microsoft

Twitter




..0r sign up

Sign in with your existing account

Email Addreasa

Pasaword Forgot your password?

Password

Sign in

Don't have an account? Sign up now



Fmail validation — out of the b
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Connecting to a service

Sign up with a new account

Pleass provids the following details.

Email Addressa
dev@candi.gr

Verification code

371553

Send new code

New Password

MNew Password

Confirm New Passaword

Confirm Mew Password

Display Name

Ci: 1 Bl




Validation Code via emall

(52 Reply E}i Reply All £ Forward
Tue 25-May-18 11:26 PM

MO  Microsoft on behalf of Azure AD B2C Demo <msonlineservicesteam@micros:

Azure AD B2C Demo account email verification code

To dev

Verity your email address

Thanks for verifying your devi@candi.gr account!

Your code is: 371553

Sincerely,
Azure AD B2C Demo



Sign up process completed!
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User Insights




Jump straight into insights without
having to worry about the data

Keep track of how many users
are signing up

Know how many users actively
use your application

Discover if your application is
more popular in a specific
region or in a specific device

O

Find out your sign in/sign up
conversion rates

Compare conversion rates
across policies

Understand the leading
reasons why users are not able
to sign in/sign up



New users report

E2C User Insights - Mew users report
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Active users repor

B2C User Insights - Active users report
b2ctechready.onmicrosoft.com
2018.03-18 433 50 224 4.48
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onversion

rate report

B2C User Insights - Conversion rate report

b2ctechready.onmicrosoft.com
Domaim name

2018-03-18 Al v Al
Report date

Daily conversion rates
@ Sigrin @ Signup
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Duaily requests
80
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100%
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Conversion rate by top languages (last 284d)
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Conversion rate per policy report

B2C User Insights - Conversion rate per policy report

b2ctechready.onmicrosoft.com

Request type h Funnel o Policy Date
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9 Signin requems @ Signup requests

B2C_1_b2cdernc 0% B2C_1_b2cdemo

B2C_1b2cd_ | DK B2C1_bleready 0% 8ac 1 b2creacy [ -
B2C_1_bZer oK b2c. 1 bZctelemetr... - 13% b2c 1 b2ctelemet. _ 0%
b2 1 ble | Do B2C 1_foo 0% 282 1_foo

BIC 1 foo | DOK b2c_1profileedits.. 0% b2e_1_profilesdits.
b2c_1_profil. 00K B2C_1_pwdreset 0% C_1_pwdreset
B2C_1_pwdr_  DIK B2C_1_OueusMusic | D% B2C_1_QueueMusic
B2C_1Que. ; 00K B2C_1_5PA 0% B2C_1_5PA

BaC_1_5pa | DOK B2C_1_susi_perfde.. 0% 22 _1_susi_perfde.
B2C Tsusi | QIR B2C_1_susi_perfde.. 0% B2C_1_susi_perfde._
B2C 1 susi_.. | DOK B2C_1_susimfa B2C_1susimfa 0%

B2C_1susi_ | DOK sz estmse.. [ B2C_1_TestlPSDa.

B2C 1 Test_ 00K b2c_la_imvitation - 174 b2c_1a_invitation _ Bi%
b2c tainvit.. 0K b2c lalink 0% vzctadink ([N

b2c fa Jink M 01K s2c tapassoerd. [ 2= e2ctapassenrd_ (TN
b2 ta_pas_ | 0% b2c_la_profile up.. 0% b2c_ta_peofieup.- [N
b2c_taprof. W IR b2c_1a_profile_up.. vzt profievp. ([T

0K 1K 0% 5% 100% 0% 50% 100%



ON-CONVersion reasons repor

B2C User Insights - Non-conversion reasons report
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Azure Active D\rectory B2C

Customer-centric Secure and Ready for every
and flexible reliable business



Stories

Customer Storie

Global optics and photonics [@ader
creates smart devices by conhecting
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Real Madrid

brings the stadium closer
to 450 million fans

8 Azure Active Directory B2C helps us bring
the stadium closer to our 450 million fans
around the globe with simplified registration

and login through social accounts like
Facebook, or traditional

username/passwords login.”.”

— Rafael De Los Santos, Head of Digital,
Real Madrid




Azure Active Directory B2C
on Mobile Apps

Thank you!

Questions? Find us at the CANDI stand

C ADVAMCED BUSINESS AND DIGITAL SOLUTIONS



